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Supply chain management plays an essential role in our economy, as evidenced by recent
COVID-19-induced supply chain challenges. Traditional supply chain management faces
security and efficiency issues, but they can be addressed by leveraging digital twins and
blockchain technology.The integration of blockchain technology can benefit the digital twins
through improved security, traceability, transparency, and efficiency of digital twin data
processing. A digital twin is an exact virtual representation of a physical asset, system, or
process to synchronise data for the monitoring, simulation, and prediction of performance. Thus,
the combination of blockchain and digital twins can refine the concepts of both technologies
and reform supply chain management to advance into Industry 4.0. In this literature survey, we
provide a comprehensive literature review of the blockchain-based digital twin solutions to
optimise the processes of data management, data storage, and data sharing. We also investigate
the key benefits of the integration of blockchain and digital twins and study their potential
implementation in various processes of supply chains, including smart manufacturing, intelligent
maintenance, and blockchain-based digital twin shop floor, warehouse, and logistics. This paper

has implications for research and practice, which we detail in future research opportunities.
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1 INTRODUCTION

Since blockchain technology and digital twins (DTs) were first proposed in 2008 and 2012,
respectively, they have been and will keep developing rapidly to revolutionise supply chain
management through significantly improving the security and efficiency of data processing,
storage, and exchange. A DT is a digital representation of a physical asset, enabling engineers to
perform asimulation to understand, evaluate, and predict behaviours for maintenance even
before establishing thephysical object [1]. However, the interaction between the physical and
digital spaces will generate a great amount of data that need to be transmitted and stored in
diverse infrastructures, such as clouds and fogs.These traditional data storage methods are
considered to suffer from various security and privacy issues [1].Therefore, the emergence

of blockchain technology is ideal for improving the security and reliability of the DT storage
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data due to its decentralisation, transparency, and immutability nature. Additionally, the
utilisation of a smart contract ensures the tamper-proof DT data and transactions within the
supply chain system. Undoubtedly, both blockchain technology and DT will become
increasingly prevalent in the nearfuture. According to Gartner’s report, DTs are becoming
mainstream since they predicted that over two-thirds of companies implementing loT would

decide to deploy at least one DT in their production process [2].
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Fig. 1. Evolution of the supply chain industry

The supply chain industry has evolved in four revolutions from Industry 1.0—4.0, as shown in
Figure 1. In Industry 1.0 and 2.0, the design methods mainly utilised 2D drawings and physical
prototypes, resulting in huge commissioning costs [3]. In Industry 3.0, the supply chain industry
entered into the computer era with the development of computer-aided design (CAD) software
that proposed the concept of digital prototypes and applied 3D model simulations to reduce the
cost of failure. Although the third revolution introduced more automated systems onto the
assembly line, such as PLC, it still relied onhuman input and intervention [3]. In Industry 4.0,
the supply chain is developed with mass individualisation and is more intelligent with the
integration of the cyber-physical system, loT, cloud computing, and artificial intelligence [3].
Therefore, the transactions among supply chain parties and the data transmission between the
physical and digital spaces are becoming more secure, efficient, and reliable.
For this paper, we identify four research questions that guide our literature survey:
1) RQI1: What are the definitions and characteristics of DTs and blockchains from the current
literature?
2) RQ2: Which blockchain- and/or DT-related research papers for SCM were most

instrumental in drivingthe development of the literature thus far?
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3) RQ3: What are the key benefits and potential implementations of blockchain-based DT
for variousprocesses of SCM?
4)  RQ4: What are the future research directions for integrating blockchain and DTs for SCM?

To the best of our knowledge, no survey has been conducted to investigate the key benefits
and potential implementation of various aspects of SCM, leveraging DTs and blockchain
technology. However, existing surveys regarding blockchain and DTs did not focus on how
the data processing processes benefited from integrating these two technologies and failed to
investigate the potential implementation of blockchain and DTs in SCM.

In this survey, we provide a comprehensive literature review for the blockchain-basedDT
solutions to optimise the processes of data management, data storage, and data sharing.
We also focus on the blockchain-based DT implementation for SCM, including the aspects of
smart manufacturing, intelligent maintenance, and blockchain-based DT shop floors,
warehouses, and logistics. The main contributions of this literature survey are as follows:

+ This survey provides a systematic literature review for the blockchain-based DT solutions
in addressingthe data-related issues.

+ This survey investigates the key benefits of integrating blockchain and DTs with SCM
that canact as guidelines to facilitate further development.

+ This survey analyses the implementation of blockchain and DT in various processes of
SCMin-depth to address the gaps in current literature.

« This survey puts forward a future research direction for successfully implementing
blockchain and DT in SCM.

The methodology on screening papers is provided to screen the most relevant and recent
research papers for this study. First, we defined three different strings of words to be searched on
the databases: ‘digital twins’ and ‘blockchain’ and ‘supply chain’ or ‘supply chain management’.
Since there is nopublished paper related to these three words altogether, we searched either
‘digital twins’ or ‘blockchain’ with ‘supply chain’ or ‘supply chain management’ or ‘digital
twins’ and ‘blockchain’ only. A literature search on blockchain-based DT for SCM is conducted
in the Web of Science database using the aforementioned search string. Additionally, we utilised
the screening criteria to exclude duplicate papers and those not written in English. Meanwhile,
we include those published in a scientific journal, book chapter, or conference. Therefore, after
the screening process, the statistics of the collected literature with the three groups of keywords

are shown in Figure 2.
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Fig. 2. Statistics of collected literature

The remainder of this paper is organisedas follows. Section 2 provides the background
regarding DTs and blockchain. Section 3 presents the integration of DTs and blockchain to
address data-related issues. Section 4 investigates the key benefits and the potential
implementation of DTs and blockchain in various processes of SCM. Section 5 discusses future

research directions. Section 6 concludes the survey.



2 BACKGROUND

This section outlines the necessary background information for this survey. We first describe
the definitionand characteristics of DTs. We then demonstrate the levels, categories, and
lifecycles of DTs. Further, we discuss various components of a blockchain and the integration
of these two promising technologies concerning data management, data storage, and data

sharing applications.

2.1 Digital Twins

Grieves first introduced the concept of DTs in 2003 for the management of the whole product
lifecycle in the virtual space [4]. There are various definitions for DTs collected from different
sources. In 2012, the definition of DTs was proposed by the National Aeronautics and Space
Administration (NASA), which refers to an integrated multi-physics, multi-scale, and
probabilistic simulation, mirroring the state of a physical object in real-time based on historical
data, physical model data, and sensor data [5]. Pethuru Raj [6] defined DTs as an exact virtual
representation or replica of any tangible physical system or process. According to L Hou et al.
[71, the concept of DT is to create a digital replica of a physical asset and then synchronise data
generated from the digital and physical objects to monitor, simulate and optimise the physical
asset. A DT is an essential component of the concept of the Cyber-Physical System [8, 9] that
can be considered as any physical object, process, system, and the like that perform an
interaction with a digital space through a communication network [10, 11]. However, a DT is
not only a simple simulation model [4, 12-14]. It is also an intelligent model that can monitor,
operate and optimise the lifecycleof its physical twin and continuously interact and predict
future possible defects, failures, or damages. Additionally, DT can maintain the physical asset
preventively through simulating and testing its digital configurations [11]. As shown in Figure
3, the DT model is defined through several components, including sensors and actuators from
the physical space. Then, it creates, communicates and integrates with the digital space for data
analysis and continuous updates. Additionally, a DT can act as a software program to input a
variety of data from real-world scenarios and output useful simulations and predictions to

enable an improved decision-making process [6].
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Fig. 3. Manufacturing process DT model

2.2 Blockchain Technology

Blockchain technology was first proposed as an underlying technology for cryptocurrencies,
such as Bitcoinand Etherum [15, 16]. The development of blockchain has brought great changes
to various domains, including finance, government, healthcare, and supply chains, thanks to its
characteristics of security, decentralisation, immutability, transparency, traceability, and
irreversibility. Blockchain can be defined as a distributed and decentralised append-only
database by utilising cryptographic and computer networking techniques to ensure data storage
and sharing security [17, 18], also acting as a platform for implementing digital transactions [19,
20]. A block's fundamental elements contain an index, timestamp, transaction data, and hashes of
current and previous transactions. Then, two or more blocks are chained together, adopting
asymmetric cryptography to enhance the security of transaction data [21]. Additionally,
blockchain distributed ledgers allow each transaction to be verified by network nodes through
a consensus mechanism before being added to the blockchain [22-24]. Along with the
consensus mechanism, the smart contract is another essential component of blockchain, as

described in the next sub-section.

2.3 Blockchain-based Digital Twin

As mentioned above, DTs enable engineers to analyse historical data in the past, track current
performancesof the physical asset, and predict the state of the device in the future throughout
the entire lifecycle. During each lifecycle phase of DT, the physical object sends various data
to its DT counterpart. At the same time, blockchain technology can be utilised to securely

document these data and provide real-time synchronisation and continuous updates due to
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blockchain technology's distributed, immutable, decentralisation, and trustless attributes.
Furthermore, blockchain ensures provenance data to be tracked and traced on-chain, making it
an effective solution to monitor the creation process of DTs [10, 25]. Blockchain enables DT
data to be stored in a secure and tamper-proof ledger and ensures the efficient creation of virtual
models [26]. Therefore, the development of blockchain technology can refine the DT process
by ensuring transparent, efficient, and secure data management, data storage, and data sharing
in industrial sectors, including SCM. A number of existing studies have been conducted to

study these areas, as summarised in Table 1.

3 BLOCKCHAIN-BASED DIGITAL SUPPLY CHAIN TWIN (BC-DSCT)

Traditional SCMs are considered high risks due to the asymmetry of information communicated
among various parties in the ecosystem, the lack of transparency and visibility during
production, the difficulty of control and traceability of actions in the distribution process, and
the inaccuracy of information exchange within the supply chain parties. Several technologies
have been implemented with the supply chain to mitigate these risks, including loT devices,
RFID technology, and ERP system. However, since they are centralised, these technologies
make it hard to address certain problems, such as data tampering, privacy leakage, and trust
issues. Therefore, the decentralisation feature and distributed ledgers of blockchain technology
could improve the security and transparency in a trustless supply chain environment.
Additionally, the integration of blockchain can build a resilient supply chain. For example, IBM
has established blockchain-based supply chain solutions by using smart contracts to be
automatically triggered when predefined business conditionsare met, providing near real-time

visibility into operations [32].

Table 1. Summary of blockchain for DT research

Articles Focus Area  Problem Main Key Contributions
Addressed Approach
[27] Data Efficiency and Proposed 1. Propose a data management
management, security issues for  framework, method for DT of product
data storage, managing DT data case study based on blockchain.
and data in a complex 2. Establish a peer-to-peer
sharing network network and utilise a smart
contract to enhance data
sharing efficiency.

3. Integrate blockchain to
improve data storage
security.

[28] Data Distrust between Conceptual, 1. Design a blockchain-based
management  stakeholders and proposed DT manufacturing service
insufficient mechanism collaboration mechanism.
interactions 2. Explore DT and blockchain-

between physical

enhanced manufacturing




8

and digital spaces
in manufacturing

service management based
on the industrial Internet

service platform.
collaboration
[29] Data Trustworthiness Proposed 1. Apply data provenance and
management  and security issues  framework data twinning to enhance
and data of data data trustworthiness.
storage management and 2. Propose a blockchain-based

data storage framework to improve the
security of data

management and data

storage.
[1] Data storage ~ The lack of a Proposed . Build a common narrative
common narrative  framework, for DT by proposing a DT
about DT and case study framework.

security and

. Design a blockchain

efficiency issues of solution to improve the

the DT data storage efficiency of DT data
storage.

[30] Data storage ~ The lack of a Conceptual, 1. Define a fine-grained access
and data secure data sharing  prototype control for DT data sharing.
sharing model for the design 2. Propose a blockchain-based

interaction of DTs DT prototype for
and lifecycle information management.
parties

[31] Data sharing  Integrity and Theory- 1. Explore the requirements

confidentiality building, for secure DT data sharing.

issues for secure proposed 2. Propose a distributed

DT data sharing framework, ledger-based framework for
use case secure DT data sharing.

The implementation of DT is another promising trend to improve the performance and
efficiency of SCM. A digital supply chain twin is a digital replica of the physical supply chain
consisting of lifecycle parties, including manufacturers, suppliers, distributors, and maintainers.
The 3M company has created a DT to achieve standardisation and optimisation of their supply
chain, and BMW is designing a complete DT of anentire factory that can be utilised to simulate
31 factories. The DT approach they applied will produce 30% more efficient planning processes
[13]. Moreover, DT for SCM can improve the decision-making process through a range of
advanced predictive and prescriptive analytics of models created for the end-to-end supply
chain [33-35].

Nowadays, increasing technologies could be leveraged together to achieve certain objectives
in various industrial sectors, such as the integration of artificial intelligence (AI), machine
learning, and blockchain technology to enhance IoT security. Thus, in this survey, we analyse
the BC-DSCT concerning the key benefits of integration and the potential implementation for
SCM in Industry 4.0, including smart manufacturing, intelligent maintenance, DT shop floor,

and DT warehouses and distribution centres. These are described in detail in the following sub-



sections.

3.1 Key Benefits of Integrating DT with Blockchain

3.1.1 Enhanced Security and Fraud Prevention. Secure data exchange and fraud prevention are
two of themajor objectives to improve the security of SCM. However, it is hard to realise in
a centralised businessenvironment because every point at which data is exchanged between
supply chain parties presents anopportunity for it to be tampered with maliciously or
inadvertently. Additionally, increasingly skilled andrampant counterfeits have brought an
enormous loss and damage of reputation for the manufacturers. Thus, the integration of DT and
blockchain with SCM could resolve the data security issue and combat the problem of
counterfeits. On the one hand, DTs are implemented to record historical data and collect current
data of all physical products and their transactions for analytics within the entire asset lifecycle.
Further, the data storedon the blockchain can provide the integrity of DTs [30]. The real-time
data generated from sensors deployed onthe actual devices can help DT to perform a simulation
to foresee security problems before they arise, whichcould also improve the data security of the
DT supply chain. On the other hand, DT and blockchain are combined to ensure that counterfeit
products are identified by providing product authenticity. For instance, there are a great number
of replicas of luxury products with fake documents to prove their authenticity. Nevertheless,
DTs can act as digital certificates stored on the blockchain to make themunable to be tampered

with or stolen [6].

3.1.2 Traceability of Digital Supply Chain Twin Data (DSCT). In the past, it was extremely
hard to track and trace which supply chain parties should take responsibility for the data or
product issues, such as information leakage, malicious data tampering, and counterfeits.
Progress has been made by introducing promising technologies, including RFID tracking and
IoT devices, to address traceability issues. Meanwhile, the central and trust problems remain.
Thus, the traceability of data exchanged among supply chain parties is further enhanced by
integrating the provenance-enabled blockchain technology and the real-time data tracking
between physical and digital spaces in DTs. The historical data is tracked through DTs to ensure
the integrity and high accuracy of data in SCM. The current state of data is sent from
multiple sensors deployed in the physical asset and received by the digital counterpart to
obtain feedback forimprovement. The future data is predicted for precaution of any possible
malfunction and maintenance.These data are recorded on the tamper-proof blockchain and
enable authorised supply chain stakeholders totrack without any third party from multiple
locations securely. Additionally, the cause of deviations between the physical and digital spaces
can be identified by accessing DT data from the origin to the present to improve data security

and authenticity [36].
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3.1.3 Transparency and Privacy-Preserving for DSCT Data Transaction. In traditional SCM,
an asymmetricinformation transfer is a primary issue that needs to be addressed as a
priority, which would result in security risks, such as fraud and corruption, due to the lack
of transparency. However, the supplychain parties are unwilling to disclose their information
of transactions and DT data since improving transparency might cause a privacy leakage risk.
Therefore, blockchain technology can be implemented to enforce transparency through smart
contracts executed completely on blockchains, where the terms of the agreementare recorded on
the distributed ledger as a chain code. Furthermore, the REST APIs can be used to develop
blockchain applications and deploy blockchain networks that enable users to invoke a
transaction and queryor view the status and history of the transaction anonymously in their
private profiles. At the same time, privacy can also be preserved through asymmetric encryption,
that is, the utilisation of public keys and private keys to protect the transaction from DT data
generated from product lifecycle based on the peer-to-peersupply chain network. Thus, the
implementation of blockchain into the DSCT data transaction addresses the balance issue

between enhanced transparency and privacy-preserving.

3.1.4 Decentralisation and Immutability of DSCT Data Storage. The prevalent technologies adopted
in SCM, including RFID, the ERP system, and 10T, are operated in a centralised architecture,
where data hacking and tampering risks exist. When DT data are transferred bidirectionally
between many physical objects, consisting of physical assets, shop floors, warehouses and
distribution centres in the supply chain industry, and their digital models are stored in
centralised databases, similar issues might arise influence the security of DT data negatively.
Therefore, blockchain is characterised as a promising technology that canenhance security
through cryptographic hashing algorithms. Further, the DT data can be stored on distributed
ledgers, which is decentralised, and anyone can verify the integrity of data recorded on the
ledgers. However, teaforementioned different types of blockchain affect the degree of
decentralisation. For example, a privateblockchain is not fully decentralised like a public
blockchain. Hence, the public blockchain is more secure than the private one concerning DT
data storage. Additionally, blockchain ensures the immutability of DT data by remaining
indelible and keeping the unalterable historical data of DTs. This benefits the DT audit process
efficiently and cost-effectively, improves the level of trust significantly, and ensures the

integrity of DT data [37].

3.1.5 Blockchain-based Access Control on DSCT Data. Traditional access control mechanisms are
consideredvulnerable to cyber security attacks. For instance, a number of security and privacy

issues are found for the transaction in SCM due to the centralised approaches utilised to deal with
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access control mechanisms thatrely on a third party. The approaches are constrained by
availability and scalability. However, blockchainavoids unauthorised access that might cause
malicious data manipulation, and only authorised supply chainparties to have access privileges
to view, modify and simulate the DT data. Furthermore, blockchain-based access control
strengthens security through secure socket layer certificates, which are deployed on each DT.
Further, the certificate data is stored on blockchain [37]. Thus, integrating a tamper-proof
blockchain with DT in the supply chain industry will enable fine-grained access control for

only authorised supply chain parties permitted to take action on the DT data.

3.1.6 Secure DSCT Data in a Trustless Blockchain System. In traditional SCM, two separated
profit groups, such as two downstream supply chain parties, have to share profits, so they would
be unwilling to share information to gain a competitive advantage. The untrusted relationship
between supply chain stakeholders has to rely on a third party during transactions. In some
cases, over-reliance on intermediaries might cause a series of corruption problems, such as
bribery ordata manipulation. A more serious issue is that hackers tend to conduct cyber-attacks
on these centralised organisations. Once they succeed, all clients' confidential information will
be exposed, and the stolen data are difficult to recover since they are all stored in the systems
of centralised organisations. Moreover,DT data need to be stored and utilised in a trustless
environment even more, given that if the DT data is tampered with, the physical asset might be
collapsed, and the shop floor might fall into disorder or even harm the entire supply chain
operation. For this purpose, the trustless nature of blockchain that adopts distributed ledgers is
a platform where supply chain parties can interact with each other in a purely peer-to-peer
network without having to trust anyone in the blockchain system. Furthermore, the data
generated fromthe physical machines, shop floor, warehouse, and distribution centre and their
digital model data across the entire lifecycle can be stored, transferred, and simulated securely

in a trustless blockchain network.

3.2 Potential Implementation in Industry 4.0

With a wide range of implementation-enabling technologies, including IoT, Al and cloud
computing,and the rapid development of promising technologies, such as blockchain and
5G network in Industry 4.0,it is only a matter of time before the industry moves forward to a
DT age [38]. In recent years, increasing organisations have developed DT solutions, integrating
with various enabling technologies in various industries to optimise the performance of their
physical assets, processes or systems. The Norwegian company, Visualiz, developed a DT start-
up to establish a platform for the visualisation of physical assets in various industries. They
integrated VR to create a collaborative space for users to monitor the status of assets online and

detect the defects for maintenance [39]. Microsoft launched Azure DTs that allowed users to
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design digital models and knowledge graphs with the help of Al algorithms. Azure DTs enable
users to model environments, such as a shop floor, warehouse, and distribution centre, by
connecting assets like IoT devices and existing business systems [40]. Oracle develops a DT
implementation based on [oT devices that operate on three pillars: virtual twin, predictive twin,
and twin projections. This is done to address various issues. However, a virtual twin creates
a virtual representation of a physical asset in the cloud, leveraging machine learning techniques.
A predictive twin provides accurate predictions using a robust analytical model, and twin
projections generate the predictions and insights to monitor the predicted state of the
environment [40]. However, blockchain has the potential to become the most relevant and
capable technology to addresscentricity, security, transparency and privacy issues in DTs [41,
43]. For example, in the car design process,blockchain is utilised for securely coordinating
the activities or processes during the car design, including structural design, appearance
design, stereoscopic measurement, and selecting the manufacturing method. The DTs of these
processes perform interactions between the physical and digital spaces through smart
contracts, which can achieve transparent and secure communications across the car design

processes with their DTs [37].

Table 2. Mapping a catalogue for the potential implementation of blockchain and DTs in SCM

Potential Description Digital Twin Blockchain References
Implementation
Smart Apply smart A virtual replica of Blockchain stores  [3], [44],
Manufacturing  machinery to the physical and transacts data  [45], [1],

monitor the manufacturing from machinery [28], [46],

production machinery for components and [47], [48]

operation, and collecting real- validates

use data time DT dataand  certificates and

analytics to performing transactions in the

improve the simulations to manufacturing

manufacturing optimise the process.

performance. performance.
Intelligent Use data A digital replica of Blockchain [49], [50],
Maintenance collected from the physical manages lifecycle [51], [52]

machinery to objects for data and stores

perform analysing and different types of

predictive and predicting the data to improve

preventive health status and the accuracy and

analysis of performing reliability of

defects. maintenance in predictive

advance. maintenance.

Blockchain- A factoryanda  The interaction The decentralised  [53], [54],
based DT Shop basic unit of between the nature of [55], [56],
Floor manufacturing physical and blockchain [57]

for virtual shop floor  protects data by

manufacturers to
operate the
machines to

enhances security
and efficiency in
the manufacturing

storing data in
shop floor
blockchain and
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complete tasks  process. service blockchain
separately.
Blockchain- Finished goods  DTs optimise Blockchain [58], [59],
based DT or raw materials  warchouse improves the [60], [61],
Warehouse and  stored in a operations and security and [62], [63],
Logistics warehouse are management, efficiency of [64], [65]
transported reduce the warehouse data
inbound and collection and management and
outbound for distribution time enhances
production or and management transparency in
sale. costs, and provide  the logistical
insights during process by
shipment and tracking all
transportation. needed
information on the
blockchain
network.

Concerning the implementation of DT and blockchain into the supply chain industry, we
can define the DSCT as a real-time simulation model of a physical supply chain that can
predict the behaviour anddynamics of SCM to make effective decisions. By integrating DT
and blockchain with SCM, the authenticityof products is guaranteed, and the counterfeiting
of goods is eradicated effectively so that supply chainparties can save money and increase
revenue significantly. DTs usually act as digital certificates stored on blockchain to ensure
the data embedded in the certificates cannot be copied, tampered with, or deleted byhackers.
Furthermore, the digital certificate will keep updating within the entire product lifecycle since
the product is designed and manufactured. The shipment data transferred from multiple IoT
sensors deployed in the containers will be updated with timestamps during the transportation
stage. Hence the customers can track and trace the authenticity of the product by verifying its
DT data stored on the blockchain [6].

General Electric (GE) is one of the industry pioneers implementing DT to collect data from
its manufacturing, maintenance, operations, and operating environments. It utilises this data
to create aunique model of each of its assets, systems or processes. The objectives of GE to
develop DT solutions are to increase reliability and availability, reduce risk, lower maintenance
costs, improve production, and achieve faster time-to-value [66, 67]. Additionally, the 3M
company draws up a future project regardingthe development of DT for their supply chain
to optimise, visualise, and control all their processes [68]. BMW also endeavoured to develop
DTs of their factories to optimise their performance [13]. Therefore, the following sub-sections
focus on combining DT and blockchain into various aspects of the supply chain, as summarised
in Table 2, including smart manufacturing, intelligent maintenance, DT shop floor, and DT
warehouse and logistics. This was done through analysing their current research development

and potential practical implementation in Industry 4.0. Besides, different research
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approaches applied in existing papers for these focus areas are catalogued in Table 3.

Table 3. Cataloguing research approaches in various focus areas

Focus Areas Proposed Case Study Conceptual Designed

Framework Prototype
Smart (3], [1], [46], (1], [47] (3], [44], [45],  [46]
Manufacturing [28] [47], [48]
Intelligent [51], [52] [51] [49], [50] N/A
Maintenance
Shop Floor [54], [55], [53] [54], [55], [56], [53],[56],[57] N/A

[57]

Warehouse and  [61], [62], [63] [58], [61],[63], [60],[62], [64], [58],[59],[61],
Logistics [65] [65] [63]

3.2.1 Smart Manufacturing. Smart manufacturing is a technology-driven approach that applies
Internet-connected machinery to monitor the production process. The objective of smart
manufacturing is to achieve automating operations and utilise data analytics to improve the
performance of the manufacturingprocess. However, a DT acts as a virtual replica of the
real-time status of the manufacturing machinery.A great number of multi-faceted sensors
and actuators are embedded with these machinery across theentire physical manufacturing
process. Data collected from the sensors are continuously transmitted to the DT
application, which would instantly analyse the data to detect any defects [69]. In this case,
blockchain can be utilised to store and transact records of these tested data sets for a particular
component of the machinery. Then, the DT model could perform simulations and
predictions for the component to improve performance and maintenance. Furthermore,
blockchain provides append-only functionality for the validation of certificates and transactions

in the manufacturing process [47].

Table 4. Summary of BC-DSCT research related to smart manufacturing

Papers Highlights Main Key Findings
Technologies

[3] DT-based smart Digital twin A framework is proposed to review how
manufacturing DTs are integrated into and facilitate the
system design smart manufacturing system design.

[44] Integration of DT Digital twin A DT environment in a laboratory is
with the control of proposed to overcome the discrepancies
the Manufacturing between literature and implementations
Execution Systems of DT.

[45] Comparison and Digital twin, The concepts, similarities, differences,
integration of DT big data and complementarity of DT and big data
and big data in in smart manufacturing are reviewed and
smart discussed.
manufacturing

[1] A blockchain Digital twin, A spiral DT framework is presented for

solution for the blockchain building a common narrative for DT, and
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secure and efficient a blockchain solution, twin chain, is

management of DT proposed for optimising DT data

data management. A case study is conducted
to deploy the twin chain in smart
manufacturing.

[28] DT- and Digital twin, A DT- and blockchain-enhanced
blockchain- blockchain manufacturing service collaboration
enhanced smart mechanism is proposed to address the
manufacturing trust issue between stakeholders for the
service process of cyber-physical integration in
collaboration the Industrial Internet platform.

[46] Combination of Blockchain, A manufacturing blockchain of
IoT with IoT, digital architecture for the configuration of a
blockchain and the  twin data- and knowledge-driven DT
configuration of a manufacturing cell is proposed to ensure
data- and the security, traceability and
knowledge-driven decentralisation of intelligent
DT manufacturing manufacturing systems. A blockchain
cell prototype is established to implement the

proposed architecture.
[47] Establishment of a  Digital twin, Phases of the metal additive

blockchain-based blockchain manufacturing process are discussed to

DT additive further a DT in the aircraft industry. A

manufacturing in case study is designed to integrate

the aircraft industry blockchain with additive manufacturing
in the aircraft industry.

[48] Exploitation of Blockchain Measurements for the implementation of

blockchain for blockchain applications in the

solving manufacturing system are discussed to

cybersecurity overcome the cybersecurity issues, and

issues in the reference architecture of the blockchain-

manufacturing secured smart manufacturing system is

system proposed to standardise blockchain
computing.

Figure 4 illustrates the blockchain-based DT assembly process, which is a crucial and final
stage of smart manufacturing. It ultimately determines the quality of a complex product.
The DT-driven assembly process based onloT achieves the in-depth integration of the
physical and virtual spaces and realises the precise control ofcomponents, equipment and
assembly processes through the implementation of intelligent software service platforms and
tools. Furthermore, the DT-driven product assembly process is uniformly and efficiently
controlled to realise the product assembly system's self-organisation, self-adaption, and
dynamic response.

One of the most important applications of DT- and blockchain-based smart manufacturing in
Industry 4.0 lies in the operation monitoring and controlling for complex products that can
realise intelligent interconnection, especially high-end intelligent equipment. The real-time
sensor data collected from the operation of machinery and stored on the

blockchain is transferred to its DT model for simulation analysis to diagnose the
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machinery's health status and malfunction risk. If the operating conditions of the
productchange, the DT model will be virtually verified on the blockchain platform. If there is
no problem, then theoperating parameters of the physical product can be adjusted. However,
the integration of DT into smart manufacturing has been applied widely in the aviation industry.

Table 4 discusses the main technologies applied and the key findings of BS-DSCT research
related to smart manufacturing. The introduction of DT into smart manufacturing can improve
quality management by continuously monitoring product data collected from the embedded IoT
devices. It can perform better product design by detecting design flaws in advance and
enhancing supply chain efficiency through a deeper and more decisive view on materials usage
and lean and just-in-time manufacturing realised by DT [66]. Furthermore, the implementation
of blockchain technologycan also be utilised in the aircraft industry to create a DT for this
complex manufacturing process. Additionally, blockchain is an effective technology to address
the cybersecurity issues of the manufacturing sector, such as the traceability of operations [70],
cyber-attacks to the digital thread [71], device spoofing and false authentication indata
sharing [72], interoperability, among heterogeneous equipment [43], confidentiality and trust
between participants [73], information vulnerability and reliability across systems [74], and the

failure of key nodes in centralised platforms [75].
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Fig. 5. Intelligent maintenance planning and execution

3.2.2 Intelligent Maintenance. Intelligent maintenance is defined as a system that utilises data
collected from machinery to perform predictive and preventive analysis of potential defects
or failures for the assets, systems, or processes. Figure 5 shows that the intelligent maintenance
planning and execution process can be divided into five steps: detection, planning, scheduling,
guiding, and quality inspection and learning. The first step is related to the detection of the
maintenance demand and classification into specific maintenance cases, which contains the
collection of production and sensor data. Based on the detected maintenance case, the second
step will generate the work plan to evaluate the degree of urgency for scheduling the
maintenance. Step three is selecting the bestresource and finding an optimal schedule. Step
four is related to the guidance and assistance provided to the maintenance personnel during
the execution of the maintenance procedures. In the last step, quality inspection and learning
will be conducted to correct the applied procedures and information regarding the maintenance,

including unknown maintenance cases and materials or tools updates [76].

Table 5. Summary of BC-DSCT research related to intelligent maintenance

Paper Highlights Main Key Findings
Technologies
[49]  Design of N/A Intelligent prognostic and health
intelligent management are utilised to identify effective
maintenance maintenance strategies. Examples of system-

systems for the level strategies are illustrated to present the
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optimisation of effectiveness of the optimised maintenance
maintenance operations.
operations

[50] DT applications Digital twin  Different maintenance strategies and the

for maintenance application of DTs in these strategies are
discussed to fill the gaps in the current
literature.

[51] DT-driven Digital twin A DT model-based and DT data-driven
predictive hybrid approach is proposed to realise
maintenance of reliable predictive maintenance of the CNC
enhancing machine tool. A case study regarding the
reliability and the lifecycle prediction of the cutting tool is
accuracy of the conducted to demonstrate the feasibility and
CNC machine tool accuracy of the approach.

[52]  Combination of Blockchain,  An intelligent maintenance framework is
blockchain and DT  digital twin ~ proposed to utilise blockchain for the
for the intelligent creation of DT and protection of data and
maintenance of offers blockchain and DT based solutions for
complex the intelligent maintenance of complex
equipment equipment.

Concerning DT for predictive maintenance, a digital replica of the underlying asset,
process, or systemcan be utilised to analyse and predict the health status and perform
maintenance in advance to ensureall operations run normally. Table 5 discusses the main
technologies applied and key findings of BS-DSCT research related to intelligent maintenance.
The company Ansys devotes to developing Multiphysics engineering simulationsoftware
for product design, testing and operation. It provides DT services to wind power companies
to avoid unplanned downtime and to achieve predictive maintenance, operation control, and
optimisation [77]. Further, Ansys and GE have cooperated to promote DT applications to
perform product lifecyclemanagement, remote diagnosis, and intelligent maintenance to
help customers analyse specific working conditions and predict faults through leveraging
sensor data and simulation technology. They alsocombine the failure modes in the historical
maintenance data of the engine with the three-dimensional structure model and performance
model to establish a failure model for the fault diagnosis and prediction [78]. However, the
integration of blockchain and DT with intelligent maintenance can realise condition motoring,
fault diagnosis and life prediction of complex equipment. Besides, blockchain can be utilised
to manage the lifecycle data and store different types of data, including component data,
installation data, andoperation process data for predictive maintenance [52]. Blockchain also
applies cryptographic technology and distributed consensus protocols to enhance the security
of DT data transmission, thereby improving the accuracy and reliability of predictive

maintenance.
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Table 6. Summary of BC-DSCT research related to blockchain-based DT shop floor

Paper Highlights Main Key Findings
Technologies

[53] A DT shop floor Digital twin A DT shop-floor paradigm is proposed to
realising promote the development of smart
interaction and manufacturing by building a conceptual
convergence model of a DT shop floor, including the
between physical interactions of a physical shop floor, virtual
and digital spaces shop floor, shop floor service system, and

shop floor DT data.

[54] Shop-floor DT acts Digital twin ~ An implementation framework is proposed
as a digital for constructing and applying shop floor DT
mapping model of to model the objects and dimensions,
the physical shop monitor the real-time status, and predict the
floor that needs to future status. A case study is conducted
be built and regarding the development of a DT-based
applied properly. visual monitoring and prediction system for

the shop floor operating status.

[55] Integration of DT~ Digital twin, A DT-based smart production management
with the complex big data and control framework is proposed for the
product assembly interactions among physical and DT
shop floor for assembly shop floor, as well as DT and big
smart data-driven assembly shop floor service,
manufacturing storage, and management platforms in a
management and satellite assembly shop floor.
control

[56] Combination of Digital twin,  The development and implementation of a
MTConnect and cloud novel Manufacturing Execution System
the Manufacturing  computing utilising mobile devices and cloud
Execution System computing are proposed to integrate
for data collection MTConnect for data collection. A case
in the shop floor study is conducted to combine MES and
DT MTConnect in a manufacturing facility.

[57] Integration of Blockchain A case is discussed for the maintenance of
blockchain with manufacturing machines, and a blockchain
the maintenance in solution is proposed to separate a
the shop floor blockchain from the shop floor blockchain
using smart and service blockchain for data protection
contracts and data security.

3.2.3 Blockchain-based Digital Twin Shop Floor. A shop floor is the area of a factory, machine
shop, and abasic unit of manufacturing, where manufacturers work on machines to complete
the tasks. However, with the development of promising technologies in Industry 4.0, including
IoT, big data, Al, cloud computing, and blockchain technology, the traditional shop floor has
evolved to the virtual or digital generation based on the cyber-physical system. Thus, the
interaction between the virtual and physical shop floors can significantly improve the security
and efficiency in the manufacturing process. Tao and Zhang [53] first proposed a new shop
floor paradigm, namely a digital twin shop floor (DTS), to achieve the convergence of shop

floors in the physical and virtual spaces. The paradigm consists of four key components:
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physical shop floor(PS), virtual shop floor (VS), shop floor service system (SSS), and shop floor
DT data (SDTD), as shown in Figure 6. Concerning their relationships, PS strictly follows the
predefined orders from VS and SSS and organises production. Meanwhile, VS provides control
orders for PS and optimises strategies for SSS. SSS integrates various computer-aided tools,
models, and algorithms to form composite services for specific demands from PS and VS.
SDTD fuses data of the previous three components and the existing methods formodelling,
optimising and predicting, which can also eliminate the information isolated island for more
comprehensive and consistent information. Table 6 discusses the main technologies applied

and key findings of the BS-DSCT research related to the blockchain-based DT shop floor.

Shop-floor Service System

ST

Physical shop-floor ‘\—/ Virtual shop-floor

Interaction and mapping

Fig. 6. Conceptual model of DTS

However, regardless of whether big data or cloud storage is used, they are centralised and
might cause security issues, such as data tampering, malicious deletion, and data fraud. This
could result in data inconsistency between the physical shop floor and the DTS or even cause
disorder or stagnation of the shop floor. Therefore, blockchain technology has transformative
power in the way of data protection, thanks to its decentralised architecture. Data can be stored
in two types of blockchains, a shop floor blockchain and service blockchain, based on different
levels of detail of the stored data to achieve data protection. The shop floor blockchain contains
detailed information of the data generated from the physical shop floor and the DTS, including
machine logs and maintenance reports. Meanwhile, the service blockchain is provided to
different service providers and contains partial information, such as the maintenance reports
without confidential data or internal data and tokenised artefacts like machine learning models.
The advantage of the separation of the blockchain lies in the removal of unnecessary data stored
in the service blockchain that could enhance data security, improve blockchain scalability, and

reduce data storage costs. For instance, theservice blockchain is not affected by a great number
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of transactions imposed by storing the machine data, which is only stored in the shop floor

blockchain [57].

Table 7. Summary of BC-DSCT research related to blockchain-based DT warehouse and

logistics
Paper Focus Area Highlights Main Key Findings
Technologies

[58] Warehouse 3D packing and  Digital twin A DT-driven joint
storage optimisation approach is
assignment in proposed to aggregate real-
the warehouse time data for mapping the
can be physical warehouse to the
optimised in the digital model. A prototype of
DT system the DT system is built with a

case study to demonstrate it.

[59] Warehouse A warehouse Digital twin, A DT-based warehouse
management cloud, 5G management system is
system with developed to upload the data
UAYV based on and information of the
DT for warehouse to the cloud using
intelligent and 5G communication, which is
controllable then sent to the DT platform
warehouse for the collection of real-time
management warehouse data and feedback

for the operation of the UAV.

[60] Warehouse Integration of IoT, A hybrid model for an end-to-
IoT-based smart  blockchain end data warehouse solution is
warehouse with proposed to implement [oT
blockchain blockchain and smart contract,

and the comparisons between
centralised and decentralised
approaches and the proposed
model are discussed.

[61] Logistics A physical and  Digital twin A cyber-physical logistics
cyber logistics system is proposed with a
system for a multi-level architectural
DT-based framework to provide
supply chain technical functionalities on
control DT simulation for resilient

supply chain control.

[62] Logistics A DT-based and Digital twin A simulation-based decision
simulation- support tool is proposed to
based decision develop the architecture of a
support tool for DT for in-house logistics and
the in-house simulation models for
logistics system analysing logistics activities

for both distribution and
production facilities.

[63] Logistics Combine DT Digital twin, A multi-level DT-based
into the logistic ~ cloud system is proposed for the
production computing, real-time monitoring,
system to fog decision-making and control
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systematically computing, of a production logistics

monitor and edge synchronisation system. A

evaluate the computing cloud-fog-edge-based DT

real-time control framework is

operation status developed to address the large
computation scale, low
computation efficiency and
high information delay issues
at the decision level.

[64] Logistics A systematic Blockchain The four clusters of the
literature review blockchain (technology, trust,
of blockchain trade, and
applications in traceability/transparency) are
supply chains, discussed for the applications
logistics and of the supply chain, logistics,
transport and transport, such as
management increased synchronisation

across logistics entities and
enhanced trust by sharing
secure and customised
transport data.

[65] Logistics The lack of Blockchain A standard GUEST
standard methodology is proposed to
methodology for design real-world fresh food
the design of a logistics using a case-utilising
strategy to blockchain solution for
develop and reducing logistics costs and
validate a optimising operations.
blockchain
solution

3.2.4 Blockchain-based Digital Twin Warehouse and Logistics. Warehouses have evolved rapidly
in the last few decades, from the traditional warehouses that primarily utilise a manual
handling system to the semi-automated warehouses using partially automated storage
solutions and a Warehouse ManagementSystem (WMS) to today’s automated warehouses
integrating a number of Industry 4.0 technologies.

However, DTs can be implemented to optimise warehouse operations and management while
minimising disruptions to the working tasks. The digital twin warehouse (DTW) is a
bidirectional simulation model of the physical structure of the warehouse, which will be
updated continuously with new data collected from smart sensors and RFID systems deployed
around the warehouse. According to McKinsey, the global budget for the companies on
warehousing a year is around 350 billion dollars. With the implementation of DTW, warehouse
efficiency is predicted to increase by 20-25%, helping companies significantly save their
operating and capital expenses [79]. Leveraging blockchain technology into DTW can further
improve the security and efficiency of the WMS, especially concerning data management.
Blockchain allows warehouses, distribution centres, suppliers, manufacturers and other supply

chain parties to interact with each other through permanent records of all transactions, which
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are stored and tracked within the decentralised blockchain network. Besides, the DTW can
utilise smart contracts to automate verifications and payment. Thus, the blockchain-based DTW
can significantly improve warehouse prediction and management accuracy and visibility.

A warehouse is built where goods or raw materials are stored for production or sale.
Meanwhile, logistics refersto the inbound and outbound flow of goods transported in and out of
a warchouse. Therefore, the traceability of data, such as location information, logistics
networks, and the state of goods, is one of the most important concerns during transportation
or internal movement within the warehouse. DTs can be created for the physical logistics
network to achieve this goal, and the digital replica of physical assets can provide insights about
the status, potential risks, and precise positionings during shipment and transportation. Besides,
shippingcontainers connected to the blockchain and embedded with IoT sensors can bring
complete transparency tothe logistics process. The items can be tracked and traced with the
help of IoT sensors through creatinga DT on the blockchain platform. This ensures each
authorised supply chain party involved in the logistics process has complete information
regarding the items, containers, and conveyances. Table 7 discusses the main technologies
applied and key findings of BS-DSCT research related to blockchain-based DT warehouses and

logistics.
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Fig. 7. Blockchain-based DT warehouse and logistics

On the otherhand, the documents needed for the transportation process and the DT data
collected from the IoT sensors deployed in each item can be transmitted and stored on the
blockchain distributed ledgers to eliminate the risks of forgery or duplication. Then, data,
documents and transactions can be tracked digitally and immutably [80]. Figure 7 shows a
scenario of shipping goods, where several parties are involved, including manufacturers,
suppliers, shippers, third-party logistics, warehouses, carriers and consignees. Eachequipment

or system related to each party is embedded with multiple IoT sensors and has a digital replica.



24

Then, DT data are transmitted to and stored in the blockchain network for tracking and

validating. Besides, each transaction and document that occurred during the logistics process

will generate apermanent ledger record that is easily validated by anyone authorised to access

the blockchain network. Then, the network members can establish a transparent and efficient

platform for managing all documents and transactions involved in the logistics process.

4 FUTURE RESEARCH OPPORTUNITIES

Based on the literature review, we put forward future research opportunities.

Establishment of a BC-DSCT Platform. The existing studies, such as [30] and [27], have
developed DApps to achieve the decentralised data sharingand management of DT
components and their associated data. By leveraging their work, future research can
develop a BC-DSCT platform or DApp, which enables complete solutions of
decentralised management, storage, and sharing of DT data while transmitting among
the physical and digital spaces and then uploading storing on the blockchain network.
The transactions of DT data among supply chain parties can also be tracked and verified
in a transparent and tamper-proof environment. Considering that most participants
within the supply chain system can constitute a consortium, implementing a consortium
blockchain is the most suitable for the development of BC-DSCT DApps. Thus, we
suggest utilising Hyperledger Fabric to establish the platform to realise the
aforementioned functions and perform betterscalability in a permissioned blockchain.
Besides, it is necessary to develop feasible approaches that combine on-chain and off-chain
storage to deal with a huge amount of DT data, significantly reducinglatency and
computing power compared to uploading all data onto the blockchain network.

Development of Data Management Methods. The increasing DT data stored in the
blockchain network will reduce the query efficiency of the blockchain, and the latency of
query might cause security issues that need to be improved in future work regarding data
management of DTs on blockchain systems [27]. Suggested future directions focus on
several aspects. First, current data models applied in various blockchain platforms are
not suitable for complex supply chain applications. Hence, we need to create a unified
model to support different types of DTdata storage in a single blockchain platform to
protect data privacy. Second, each blockchain platform used by supply chain organisations
will have different data schemas, which might cause data authenticity issues. Hence, it
requires the development of a cross-chain network utilising smart contracts run across
various blockchain systems. Third, a great amount of DT data generated from the
interaction of the physical and digital spaces in SCM operation stored on the blockchain
network is infeasible due to several limitations, including the storage size, transaction

latency, and throughput. Therefore, it is important to developa novel blockchain system
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integrated with a built-in offline storage method, which can dealwith a huge amount of
DT data [81].

Design of Reference Architecture. A reference architecture provides the best practice of
IT solutions by utilising an easy-to-understand format. However, current research lacks
recommended structures for the integration of blockchain and DTs. Thus,it is necessary to
establish a reference architecture for guiding the implementation of BC-DSCT to
effectively address the interoperability issue. This should define a series of aspects, such
as the level of integration, supply chain application, and data pattern, for the development,
operation, simulation, and prediction of BC-DSCT solutions. The reference architecture
should answer questions regarding how different levels of integration of blockchain and
DTs can address specific issues in SCM, where and by what means to utilise blockchain
and DTs in various parties and processes within the supply chain industry, and what data
pattern could be used to synchronise and transmit DT data storing on the blockchain
network. Future research should focus on establishing comprehensive reference
architecture for BC-DSCT by adding more aspects to achieve the best practice in supply
chains.

Implementation of BC-DSCT Standards. Standardisation refers to the process of technical
standards and consensus development and implementationfor different supply chain parties
to develop a unified system through all components of a product orsystem created and
measured uniformly. However, supply chain standardisation involves buildingstandards
among supply chain organisations worldwide, which requires changes or restructuring
of business processes. On the other hand, ISO [82] has released a number of
international blockchain standards from 2019, including interactions between smart
contracts and distributed ledger technology systems, privacy and personally identifiable
information protection considerations, the security management of digital asset
custodians, and blockchain vocabulary. Meanwhile, ISO and IEC [83] jointly involved
themselves in thestandardisation of DTs, including the term definition, system architecture, and
reference model of DTs. However, the lack of industry standards for adopting blockchain
and DTs in SCM will cause inefficiencyand data inconsistency issues. Thus, it is
necessary to develop relevant standards for BC-DSCT regarding technical guidelines,
adoption requirements, evaluation criteria, instances, and capabilities. For example,
seamless integration of DT data is required by implementing an open data structure
utilising a uniform linked data language and several interoperate, agile, and scalable
blockchains to improve interoperability and efficiency of BC-DSCT [36, 84]. Future
researchers can also develop unified data and model standards for designing, developing,
and implementing blockchain and DTs integration platforms suitable for supply chain

applications.
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® Integration of BC-DSCT with Other Technologies. Except for the perfect match between
blockchains and DTs, integrating several other technologies can also significantly
accelerate the adoption in SCM. Current research, such as [85-87], has integrated
blockchains and DTs with federated learning to minimise costs and product delivery times
while [36] discussing the combination of blockchain-based DTs and Al. IoT technology
is closely associated with BC-DSCT since loT sensors are widely deployed in each product
within the supply chains to send data to the digital counterpart and receive data for
maintenance. Meanwhile, IoT devices can utilise blockchains to achieve autonomous
transactions and improve security and privacy. Therefore, future research can focus on
conducting deeper research on the integration of BC-DSCT with federated learning and
Al or fixing the gaps through studying the combination of BC-DSCT and big data, cloud
computing, loT, or VR.

5 CONCLUSION

Blockchain and DTs are perfectly compatible in the domain of SCM, especially for the
implementation of smart manufacturing, intelligent maintenance, blockchain-based DT shop
floors, warehouses and logistics, due to the characteristics of improved security and efficiency
of data management. DT data generated from a great number of IoT sensors embedded in the
physical objects are synchronously transmitted to the digital counterparts for simulation and
prediction, improving the traceability, data authenticity, and prediction accuracy and
significantly reducing costs of commissioning and maintenance. Subsequently, the DT data are
transferred and stored on the blockchain network for secure and transparent transactions among
supply chain parties.

In this literature survey, we conducted a comprehensive literature review for the blockchain-
based DT integration in implementing SCM. Based on the literature review, we put forward
future research directions to guide the future improvement of BC-DSCT. Thus, we believe that
this survey addresses the gap of the integration of blockchain and DTs with SCM and
contributes to the blooming development of DT adoption by leveraging blockchain technology

to optimise the data management process.
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